NHOOPMAILIMOHHAA ITAMATKA JJIS OBYHAIOIINXCA

C KaXJIbIM TOJOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, & IIKOJIBHUKU OJIHU U3 CAMbIX
AKTUBHBIX MOJIb30BaTene Pynera. Mexy TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEW, HHTEPHET HECeT U MpoOsIeMbl. DTa maMsiTKa J0JKHA TOMOYb Tebe 0e30macHo
HaXxOAUThCS B CETH.

Komnbrorepabie BUPYCHI

KomnbroTepHblid BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPAMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTH K pa3MHOXKEHHUIO. B fjonosiHeHue k 3Tomy,
BUPYCBI MOTYT MOBPEIUTH WM TOJHOCTHIO YHUYTOXKUTH BCE (PAiiibl U TaHHBIE,
[IOJIKOHTPOJIbHBIE M0JIb30BATENI0, OT UMEHH KOTOPOro Oblja 3almylieHa 3apa)KeHHas [IporpaMma,
a TaKXe MOBPEIUTh WIH JJaXKEe YHUUYTOKUTH ONIEPALIMOHHYIO CUCTEMY CO BceMu (paiiiaMu B
1esioM. B OoJbIIMHCTBE Cily4aeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3a1UTHI OT BPE€AOHOCHBIX IIPpOrpamMmm:

1. Ucnonb3yii COBpEMEHHbBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD 3aIUThHI
OT BPEJIOHOCHBIX MPOTPaMM;

2. IlocrostHHO ycTaHaBiuBai nautu (1udpoBbIe 3aIUIaTKH, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LIEJIBIO JOPaOOTKU MPOrpaMMbl) U Jpyrue oOHOBIIEHUS CBOEH
ornepalroHHON cucteMbl. CKaunBail X TOJBKO ¢ ouiraibHOro caira papadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUUECKOTr0 OOHOBIJICHHUS, BKIIOYH €T0;

3. PaboTaii Ha cBOeM KOMITBIOTEPE IO/ MPAaBaMH IOJIH30BATENSI, a HE aIMUHUCTPATOpa. IDTO HE
ITO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IIPOIPAMM HHCTAJLIMPOBATHCS HAa TBOEM IIEPCOHAIHLHOM
KOMITBIOTEPE;

4. Vlcnonb3yil aHTUBUPYCHBIE IPOrPaMMHbBIE IPOYKThI U3BECTHBIX IPOU3BOIUTENEH, C
aBTOMAaTU4YECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3NMUECKUI TOCTYN K KOMIBIOTEPY ISl HOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEITHUE HOCUTENU HHPOPMAIINH, TaKKe Kak (rermika, JUCcK win daitn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIC (DANITBI, TOTYYCHHBIC U3 HEHAICKHBIX UCTOUYHUKOB. [laxke Te
(aiiipl, KOTOpPBIE MPUCTAT TBOM 3HAKOMBIN. JIydllle yTOUYHU y HETO, OTHPABIISLII I OH TeOE UX.

Ceru WI-FI

Wi-Fi - 510 He BHJ Mepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIL OpeH 1, Mapka. Eie B
1991 rony Hunepnanackas kommnanus 3apeructpuponana opena "WECA", yto 0603Hauano
cinoBocoueranue "Wireless Fidelity", koTopslif mepeBoauTcs kak "GecrpoBoiHasi TOYHOCTH" .

Jlo Halero BpeMeHH Joluia Apyras abOpeBuarypa, KoTopas sIBISIeTCs TaKOM ke TEXHOJOTHEH.
Oto abOpeBuatypa "Wi-Fi". Takoe HazBanue ObIJIO TaHO C HAMEKOM Ha CTaHIAPT BBICIICH
3BykoBoi TexHuku Hi-Fi, yTo B nepeBojie o3Hauaet "BhICOKAsi TOYHOCTD'.



Jla, OGecruiaTHBIA HHTEPHET-IOCTYII B Kade, OTEIAX U adPOITOPTax ABJISETCS OTIMIHOM
BO3MOKHOCTBIO BBIXOJIa B MHHTEPHET. HO MHOTHE 3KCIIEPThI CYMTAIOT, YTO OOIIeI0CTyHHBIE Wi-
Fi cetn He aBisrOTCS OE30MACHBIMU.

CoBeTbI 110 6€30NMACHOCTH PAGOTHI B 001IeOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro MnuHyr0 nHGopmaruio yepes odmenoctynusie Wi-Fi ceru. PaGoras B
HUX, )KEJIATeIIbHO HE BBOJWTH MAPOJIH IOCTYTIA, JOTHHBI  KaKue-TO HOMEpa,

2. Ucnionb3yit 1 OOHOBIISII aHTUBUPYCHBIE POTPaMMBI U OpaHaMayep. TeM caMbIM Thl
obe3omacuIib ce0st OT 3aKa4KH BHPYCa Ha TBOE YCTPOMCTRBO;

3. Ilpu ucnons3oBannu Wi-Fi otkmroun ¢yukmuio "OO0muii 1ocTyI K daiiiaM U mpuHTepam”.
JlanHast GyHKIMS 3aKphITA TT0 YMOJTYAHUIO, OHAKO HEKOTOPHIC MOJIH30BATEIN aKTUBUPYIOT €€
JUTsl yTI0OCTBA MCTIOIb30BaHUS B paboTe Wi yueoe;

4. He ucnionp3yit myomuunbii WI-FI s mepenaum muaHBIX JaHHBIX, HAPUMEP JUTS BBIXO/IA B
COLMAJIbHBIE CETU WJIH B BJIEKTPOHHYIO MOYTY;

5. Ucnone3yit Toawpko 3amuiieHHoe coenuaenne uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-azpeca BBOM uMeHHO "https:/";

6. B MmobunsHOM Tenedone otkmoun pynkuuto "Tlogkmouenne k Wi-Fi aBromatnuecku". He
JIOTTyCKal aBTOMAaTUYECKOT0O MOAKIIOYEHHsI YCTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounuajgbHbIE CeTH

ConmanbHble CETH aKTUBHO BXOJISIT B HAIILY KU3Hb, MHOTHE JIIOAN PAOOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MUJUIMAP]] YETOBEK, YTO SBIISAETCS OAHOU
cebMOM BCeX KUTeNeH IIaHeTbl. MHOTHe 10JIb30BaTeNId HE TOHUMAIOT, YTO MH(pOpMaLIns,
pa3MelleHHas UMU B COLUANIbHBIX CETSIX, MOKET OBbITh Hal/IeHa ¥ UCTIOJIb30BAHA KEM YIOJIHO, B
TOM 4YHCIIe HE 00s3aTeNIbHO C OJarMu HAMEPEHUSMH.

OCHOBHBIE COBETHI IO 0E30IMMACHOCTHA B COLIMAIBHBIX CETAX:

1. Orpannub CIIUCOK JApy3ei. Y TeOs B IPYy3bsAX HE NOJKHO OBITH CIIyYalHBIX U HE3HAKOMBIX
h11{0) (17

2. 3amumiaii cBOIO 4acTHYIO KU3Hb. He yka3biBaii mapo:u, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U APYTYIO JTUYHYIO0 HHPOPMAIUIO. 370yMBIIUIEHHUKHA MOTYT UCIIOJIB30BATh JIaXKe
MH(OPMAIUIO O TOM, KaK Thl U TBOM POJUTEIH TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminai cBOIO PemyTalrIo - JEP>KU €€ B YHCTOTE U 3a71aBaii cebe BOMPOC: XOTEN OBl ThI,
9YTOOBI IpyTHE TIOJIBL30BATENN BUCIH, YTO ThI 3arpyskaenib? [logymaii, mpexie 4emM 4To-To
oy OJIMKOBaTh, HAMMKCATh U 3aTPy3UTh;

4. Eciii TbI TOBOPHULIB C JTKOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEAIBHOE UMSI U
IPYTYIO TWYHYI0 HHPOPMAIIMH: UMsI, MECTO KUTEILCTBA, MECTO YUeObl U Tpoyee;

5. N36erait pazmemienust pororpaduii B IHTepHETE, T1I€ THI N300pa’kKeH HA MECTHOCTH, TIO
KOTOPOU MOKHO



OIIPpCACINTb TBOC MCCTOIIOJIOKCHHC,

6. [Ipu peructpanyu B COMAIBHON CETH HEOOXOUMO UCTIOIB30BATh CIOKHBIC TTAPOJIH,
cocrosime u3 OykB U UG U ¢ KOJTUISCTBOM 3HAKOB HE MeHee §;

7. JIns counanbHOM CETH, TIOYTHI U IPYTUX CAaHTOB HEOOXOMMO HUCIOIb30BaTh PA3HBIC MAPOJIH.
Torma eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKHU TOIy4YaT TOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JJIeKTPOHHBbIE 1eHbI U

DNeKTPOHHbBIE JCHBIH - 3TO OUYEHb YAOOHBIN CIOCO0 MIaTeXeH, OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh ITH ACHBIH.

9H€KTpOHHBIe ACHBI'M TOABUJINCH COBCEM HCEAABHO U MMCHHO HU3-3a 3TOI'O BO MHOT'HX
rocygapCrBax a0 Cux Iop HC MPOIIMCAaHO IIPO HUX B 3dKOHAX.

B Poccun ke onn GyHKIIMOHUPYIOT ¥ O HUX YK€ MPOMKICAHO B 3aKOHE, I/Ie UX Pa3AelisiioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3peniaeTcsi MpOBOAUTH ONeparuu 0e3 UIeHTU(UKAIIMY TI0JIb30BaTeNs, a B
HEaHOHUMHBIX UICHTU(UKALIMS TIOJTB30BATENIS SBISETCS 0053aTENbHOMA.

Taxxe cnemyeT pa3ianuaTh dJEKTPOHHBIE (PUaTHBIC AEHBIU (PAaBHBI FTOCYAAPCTBEHHBIM BAITIOTAM)
Y DJIEKTPOHHBIC HEPHUATHBIC JCHBIH (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTAM).

OCHOBHBIE COBETHI IO O€30I1aCHON PadOTE C IEKTPOHHBIMU JIEHbraMU:

1. ITpuBsku K cyeTy MOOMIIbHBIN TerneoH. ITO caMblii yI0OHBIHN U OBICTPBII cIOCO0
BOCCTAaHOBUTH JAOCTYM K cuetry. [IpuBsizannblil TenedoH MOMOXKeT, eciiv 3a0yAelib CBOU
IJIATEXKHBIN ApOJIb WIIW 3aiACIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HCHOJ’IBBYﬁ OJITHOPA30BLIC ITAPOJIN. ITocne Inepexoaa Ha YCUJICHHYIO aBTOPHU3alIUTO Tebe YKC
HC 6y2[eT YI'POKaThb OIMACHOCTDb KpaKu HUJIH IICPCXBATA INIATCIKHOTI'O ITapPOJIid;

3. Beibepu cnoxxusiii naposb. [IpectynHukam Oyaer He MPOCTO yraaaTh CIOKHBIN Mapoib.
HazexxHble napoiu - 3T0 mapoiiu, KOTOpbIe COAepKaT HE MEHEE 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIEC U IPOMUCHBIE OYKBBI, IIU(PPBI U HECKOJIILKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢dyHTa, BOCKIHMIIATEeIBHBIN 3HaK | T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSIEIIIb.
DJIeKTPOHHAS MOYTA

DIEeKTpOHHAs M0YTa - 9TO TEXHOJIOTHS U NIPEAOCTABIIIEMBIE €10 YCIIYTH I10 IIEPECBUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpPBIE paclpeAesatoTcs B KOMIILIOTEPHOH CeTH.
OOBIYHO >JIEKTPOHHBIN MOYTOBBIN SAMIMK BBIIAIUT CAEAYIOUUM 00pa3oM:
UMs_T0JIb30BaTENA(@NUMs_oMeHa. Takke KpoMe nepeaur IpoCTOro TEKCTa, UMEETCs
BO3MO>KHOCTb IlepeiaBaTh (hailiibl.

OcHOBHBIE COBETHI MO O€30MaCHOM PadboTe C IEKTPOHHOU MOYTOM:



1. Hayo BeIOpaTh npaBUIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BEIOOD
OecIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIyUIlE I0BEPSITh TEM, KOTO 3HA€IIb U KTO NIEpPBLIil B
PEUTHHTE;

2. He yka3biBaii B TMYHOM 1Mo4Te TUYHYIO HHPopManuto. Hanmpumep, mydiie BEIOpaTh
"My3bIKanbHBIN _(paHat@" umm "pox2013" BMecTo "temal3";

3. Mcnosb3yil ABYXATAIHYIO aBTOPHU3ALHI0. JTO KOrAa MOMUMO HapoJsi Hy>KHO BBOJUTH KO,
puchUIaeMbIil o SMS;

4. Be106epu CIIOKHBIN apoiib. sl KaK10T0 TOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIN,
YCTOWYMBBIN K

B3JIOMY IapOJib,

5. Eciin ecTh BO3MOKHOCTh HalMCaTh CAMOMY CBOMW JIMYHBIM BOIIPOC, UCITOIB3YH 3TY
BO3MOKHOCTD;

6. McnoJib3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIi 151 4aCTHOM MEPENUCKH C aIpecaTaMH,
KOTOPBIM ThI JJOBEPSCHIb. DTO NEKTPOHHBIN aipec HE HAJI0 UCIIOJIb30BATh IIPH PETUCTPALMU Ha
dbopymax u caiitax;

7. He oTkpbIBaii (aitsibl v Ipyrye BIOKEHUS B MHChMaX, Ja’Ke €CIM OHU MPHIILIU OT TBOUX
npy3ei. Jlydmne yTouyHr y HUX, OTIPABIISLIN JIU OHU TeOe 3Th (paiiibr;

8. Ilocne okoHYaHuUs1 pabOTHI Ha TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAJKH C CAUTOM HE
3a0yabp HakaTh Ha "Beriitu".

KubepOy1simHI WM BUPTyaJibHOE H3/1€BaTeIbCTBO

KubepOymnuHr - mpeciaeaoBanne COOOIMIEHUSIMU, COIEpP KAIUMU OCKOPOJICHUS, arpecCuIo,
3alyTruBaHue; XYJUTaHCTBO; COITMATbHOE OOMKOTHPOBAHNE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI 110 OOpPKOE ¢ KUOEPOYIITMHIOM:

1. He Gpocatics B 60ii. JIyumuii cioco0: mocoBETOBATHCS KaK ceOsl BECTH U, €CJIM HET TOTO, K
KOMY MOKHO OOpaTHThCS, TO BHAYaJIe yCIOKOUTHCS. ECin Thl HaUHeIb OTBEYATh
OCKOpOJICHHSIMU Ha OCKOPOJICHHS, TO TOJBKO €II1e OOJIBITIE Pa30KKEITIh KOH(IIUKT;

2. YnopaBisiii cBoeii Kubeppemnyraiueii;

3. AHOHUMHOCTH B ceTH MHMMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BECTH XyJIUTraHCKHUI 00pa3 BUPTyaabHOU ku3HU. IHTEpHET PUKCUpYET BCe TBOU
JIeMCTBUA U COXPAHSET UX. Y AaJIUTh UX OyAeT KpailHe 3aTpyTHUTENBHO;

5. Coburoaii cBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;



6. Urnopupyii enuanuHbiid Heratu. OIHOPa30BbIe OCKOPOUTETbHBIE COOOIIEHUS JTyYIlle
urHopupoBatb. OOBIYHO arpeccust MpeKpalaeTcst Ha Ha4ajabHOW CTa/lnu;

7. Ban arpeccopa. B mporpamMmmax oOMeHa MrTHOBEHHBIMH COOOIIIEHUSMHU, B COITUAIBHBIX CETIX
€CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIEHUH C ONPEIETIEHHBIX a/IpECOB;

8. Ecnu b1 cBUzeTens kubepOyiuunra. TBou AeicTBUA: BHICTYIIUTh IPOTHB MPECIeI0BaTEs,
MOKa3aTh €MY, YTO €ro JICUCTBUS OLIEHUBAIOTCS HEFaTUBHO, OJIEPKATh KEPTBY, KOTOPOU
HY>KHa IICUXO0JIOTHYeCKasi TOMOIIb, COOOIIUTE B3POCIBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B
CETH.

MooOunbHbIH TeaedoH

CoBpemenHble cMapT(OHBI U TUTAHLIETHI COAEPkKAT B ce0e BIOJIHE B3POCIbIN (PYHKIIMOHAI, 1
TENepb OHU MOTYT KOHKYPUPOBATh CO CTAlMOHAPHBIMHU KOMITbrOTEpaMu. OTHaKO, CPEJCTB
3aIIUTHI 17151 TOJIOOHBIX YCTPOUCTB MOKA OY€Hb MaJl0. TeCTUpPOBaHUE U TMOUCK YS3BUMOCTEH B
HUX MIPOUCXONUT HE TaK MHTEHCUBHO, Kak 1y 1K, To jxe camoe kacaeTcsi 1 MOOMIIbHBIX
MPAJIOKECHUM.

CoBpeMeHHbIC MOOMIIBHBIC Opay3ephl yKe MPAaKTHIESCKH JIOTHAIA HACTOJbHBIC aHAJIOTH, OJHAKO
pacmpenre QyHKIIMOHAIA BICYET 32 COOOM OONBIINYIO CIOKHOCTh U MEHBIITYIO
3aIIUIIEHHOCTD.

IlaneKo HC BCC IIPONU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'[CHI/ISI, 3aKPbIBAIOIIUC KPUTUICCKHUC
YA3BUMOCTHU AJIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0e30macHOCTH MOOHMIIBHOTO TCJ'IC(bOHaI

Huuero He sBIsieTCs I0-HACTOSAIIEMY OeCIUIaTHBIM. byib 0cTOpOXKeH, Belb Korja Teoe
npeIararoT

OecCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO MJIaTHBIC YCIIYTH;

Hywmaii, pexae yem otrpaButbh SMS, poTto unu Buaeo. Thl TOYHO 3HACIIID, T/I€ OHU OYAYT B
KOHEYHOM HTOTEe?

Heo0xo011mMo 0OHOBIIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonpe3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIs1 MOOMITBHBIX TeNle(hOHOB;

He 3arpy>i<a171 MPUIIOKCHHA OT HCU3BCCTHOT'O NICTOYHUKA, BCAb OHHU MOT'YT COACPIKATH
BpPCAOHOCHOC ITPOTPAMMHOC O6€CH€‘I€HI/IG;

ITocne Toro Kak Thl BB C caiiTa, Ie BBOAWI JIMYHYIO HH(OPMAIIHIO, 3aiiI1 B HACTPOUKHU
Opay3sepa u ynanu cookies;

IIepronuyecku npoBepsii, KAKUeE IUIATHBIEC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOf HOMEp MOOMIILHOTO TeJIePOHa TOJIBKO JIFOSM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEPSICILIb;



Bluetooth nomken ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE TOJIb3yeInibes. He 3a0biBait mHOT 1A
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIe OHJIAH-UTPBI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIINE pa3BIIeUeHUs, 00BEAUHSIONINE
COTHHU THICSY YEJIOBEK 0 BceMmy MHUpY. Urpoku uccieayoT JaHHbIIH UM MUD, OOLIAIOTCS IPYT C
JPYTOM, BBITIOJIHAIOT 33JaHUsI, CPAXKAIOTCA C MOHCTPAMU U TIOJIY4alOT OMBIT. 3@ Y/I0BOJILCTBHUE
OHM IIJIATAT: MOKYMNAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OMIUU.

Bce atu cpenctBa uayT Ha nmojzep KaHUe U pa3BUTHE UTPhI, @ TAKKE HA caMy 0€30MacHOCTD:
COBEpPIICHCTBYIOTCSI CHCTEMbI aBTOPU3AIIMH, BBIITYCKAIOTCA HOBBIE ATy (LU(POBBIE 3aIUTATKH
VIS TIPOTPaMM ), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOMT OI1aCaTbCs HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KPa>Xnu TBOCTO
mapoJisi, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpHU3alluK OOJIBLIITMHCTBA Hrp.

OcHOBHEBIE COBETHI IO 0€30ITACHOCTH TBOETO HUI'POBOI'0O aKKayHTa:

1. Ecnu nmpyroit urpok BeAeT ce0s MI0oX0 WK Co3AaeT Te0e HEMPUITHOCTH, 3a0JIOKUPYH €ro B
CIIHCKE UTPOKOB;

2. HO)K&HYﬁCH AIMUHUCTPATOpAaM HUI'PbI HA IIJIOXOC ITIOBCACHUC 3TOI'O UT'POKA, KCIIATCIIBHO
MNPUITOXKHUTL KAaKUC-TO AOKA3aTCIILCTBA B BUAC CKPHUHOB;

3. He yka3biBaii mrunyo uH(pOpMaIuio B npodaiisie Urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBail Heo(puMaabHbIE MaTYd U MOJIBI;

6. Mcnosib3yil CIIOKHBIE U pa3HbIE IAPOJIN;

7. Jlaxke BO BpeMs UTPbI HE CTOUT OTKJIF0YATh aHTUBHUpPYC. [Ioka Thl Urpaelib, TBOKM KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIHHT WA Kpaka JIMYHbIX JaHHbIX

OOBIYHOM Kpakel JEHET U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJICHHUKY TTEPEMECTHIIUCH B UHTEPHET, U MPOI0JDKAIOT
3aHUMAaThCA "MTFIOOUMBIM' J1EJIOM.

Tak mosiBUnIach HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (PUIIMHT, TJIaBHAs L€ KOTOPOTO
COCTOUT B TOJIyYCHUH KOH(PUICHIIMAIBHBIX JAaHHBIX MOJIb30BaTeNIeH - JIOTHHOB | maposieid. Ha
aHTIMHCKOM s3bIke phishing yuTtaetcs kak gummuHr (oT fishing - peibHast moBs, password -
MapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUILIUHTOM:



1. Cnenu 3a cBOMM akKayHTOM. Eciu ThI o103peBaeiiib, 9TO TBOSI aHKETa ObLiIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTpATOpaM pecypca 00 3TOM KaK MOYKHO
cKopee;

2. Ucnonw3yit 6e30macHbie BeO-CailThl, B TOM YKCJIe, MHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;

3. Mcnonb3yii CIIOKHBIE M pa3HbIe Taposid. Takum 00pa3om, eciii TeOs B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH MTOTy4YaT JOCTYT TOJIBKO K OJTHOMY TBOEMY ITPO(MITIO B CETH, a HE KO BCEM;

4. Ecnu Te04 B3710Mali, TO HEOOXOAUMO MIPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBieHbl y Te0s B APY3bsX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOXHO, OT TBOETO UMEHHU OyAeT
pacchUIaThCA CIIaM U CChUIKM Ha (DUIIMHTOBBIC CANTHI,

5. YcranoBu HaznexHsii maposs (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKII0YM COXpaHEHHUE Tapoiis B Opaysepe;

7. He oTkpbIBail haliiiel B IPyTHE BIOKECHHS B TMUCbMaX, Ta)Ke €CIIM OHU IPHIILIA OT TBOUX
napy3ei. Jlydine yTouyHd y HUX, OTIIPABIISIIN I OHH TeOe 3TH (Dailibl.

HMu¢posas penyrauus

Hudposas pemyranus - 3T0 HEraTUBHAS WIK MO3UTUBHAs HHPOpPMaIUS B CeTU O Tebe.
KomnpomeTupytoriast uadopmanus, pa3MenieHHas B MHTEPHETe, MOXKET CEPhE3HbIM 00pazoM
OTpa3uThCs Ha TBOEH peanbHOi xu3HU. "udposas penmyranus" - 3T0 TBOW UMUK, KOTOPBIT
dbopmupyetcs u3 uHbopMaIK 0 TeOe B UHTEPHETE.

TBOe MecTO KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TMOJOKEHNE, 0COOEHHOCTH XapaKkTepa u
pacckasbl 0 OJU3KHX - BCE ATO HAKATUIMBAETCS B CETH.

MHorue noapoCTKY JETKOMBICICHHO OTHOCATCSA K My OJIMKAUU JINYHON HH(pOpMaluy B
WNHTtepHeTe, He MOHMMAasi BOBMOXHBIX NOCHeACTBUI. ThI 1a)ke HE CMOXKEILb JOTaaThCsl O TOM,
gyT0 (poTorpadus, pazmerieHHas 5 JeT Ha3a/, CTajda MPUIMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmenienne TBoux ¢otorpaduii u Ipyrue AeUCTBUS MOTYT HE UCUE3HYTh JaKe
MOCJIE TOTO, KaK Thl UX yAaluIlb. Thl HE 3HACIb, KTO COXPAHUI 3Ty UH(OPMAIIHIO, TIoTIaja JIn
OHA B IOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe

OKpY KaIoIKe JIOAH, KOTOPbIe HAWAYT M yBUAAT 9T0. Haiitn nndopmaiiiio MHOTO JIET CITyCTs
CMOJKET JIF000M - KaK U3 JOOPHIX MOOYKIECHUH, TaK M C HAMEPEHHUEM MIPUIHHHUTH Bpel. ITO
MOXET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI MO 3aIUTE UPPOBON pemyTalUu:

1. [logymait, mpex/ie 4em 4To-TO MyOJUKOBATh U NEpeIaBaTh y ceOsi B 6J0re Wik B COLUATBLHOM
CeTH;

2. B HacTpoiikax npoduisi ycTaHOBH OrpaHUYEHUS Ha MPOCMOTP TBOETO MPO(UIIS U €ro
COZIEP>KMMOT0, CIIENAl ero ToIbKO "is npy3ei’;



3. He pa3meniaii 1 He yka3bpiBail HHPOpMAIIHIO, KOTOPasi MOXKET KOr0-IM00 OCKOPOJISATh UIN
0OMXKaTh.

ABTOpCKOE IpPaBo

CoBpeMeHHbIE IKOJIBHUKH - AKTHBHBIE MTOJI30BATEH TUPPOBOTO pocTpancTBa. OJHAKO
JaJIeKO HE BCE 3HAIOT, YTO TMOJIb30BaHUE MHOTUMH BO3MOYKHOCTSIMH ITU(PPOBOTO MHpa TpedyeT
cOOI0/IEHUS TIPaB HAa UHTEIUICKTYyaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEIIEKTYa IbHAsi COOCTBEHHOCTh'" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUAM
YeJI0BEYECKOT0 YMa, HAUYWHAsI C HOBBIX M300pETEHNUN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha MPOJYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMH, (oTorpadusiMu, KHHOPUIbMaMU 1
MY3bIKaJIbHBIMU MPOU3BEICHUIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEACHUS HAYKH,
JUTEpaTypbl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYNAKOT B KAYECTBE rApaHTUH TOTO, YTO
MHTEIUICKTYaJIbHBIA/TBOPUECKUN TPYy1 aBTOpa He OyIeT HapacHbIM, 1aCT €My CIPaBeIMBbIE
BO3MOYKHOCTH 3apa0o0TaTh Ha pe3ybTaTax CBOEIro TPy/a, MOJIYYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 0e3 pa3peleHust aBTopa He MOKET BOCIIPOU3BOUTH €T0 MIPOU3BEICHUE,
pacupoCTpaHsTh, MyOJIMYHO IE€MOHCTPUPOBATH, IPOJABATH, UMIIOPTUPOBATh, IyCKATh B IPOKAT,
MyOJIUYHO UCTIONHSTH, MOKA3bIBATH/UCIIOHATH B 3(pupe nin pa3memars B IHTepHeTe.

Hcnonbs3oBaHue "I'[I/IpaTCKOI‘OH IporpaMMHOI 0 00eCIeUeHHUS MOXKET IMPUBCCTU K MHOTUM
pUCKaM: OT IOTCPHU JAHHBIX K TBOMM aKKAayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, Trac
YCTAaHOBJICHA HCJICTaJIbHAA IIporpaMma. He ctout Takxe 336BIBaTB, 4TO CYIICCTBYIOT JICTAJIBHBIC
1 OecIuIaTHbIC nporpaMmabl, KOTOPBIC MOKHO HAlTH B CETH.

O noprazne

CereBU4OK.pd - TBOI ITaBHBIN COBETYMK B CETH. 3/I€Ch Thl MOXKEIIb Y3HATH O O€30MAaCHOCTHU B
CCTH MOHSTHBIM U IOCTYITHBIM SI36IKOM, a TIPYU BO3HUKHOBEHUH KPUTHYCCKOU CUTYaIlUU
00paTUTHCS 32 COBETOM. A TaKXKe MPUHAThH y4acThe B KOHKYpPCaxX U CTaTh CaMbIM HU(POBBIM
rpakJaHUHOM !



