NHO®OPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1JIA PASMEIIEHUSA
HA OOPUIINAJBHbBIX HHTEPHET-PECYPCAX

C KaXIbIM TOJ0M MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJIBHUKH OJHH U3 CaMbIX
aKTHBHBIX TOJb30BaTesiel PyHera. Mexay TemM, IOMHMO OIpOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HEeCeT U NMpo0JieMbl. DTa MaMsTKa T0JHKHA TOMOUYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komnbrorepubie BUpychbl

KomnbloTepHblii BUpPYC — 3TO pa3HOBHUJHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHMIO. B onosHeHne K 3ToMy, BUPYChl MOTYT
MOBPEINUTh WM TOJHOCTHIO YHHUTOXHUTH Bce (aillibl U JaHHBIC, TOJKOHTPOJIBHBIE IMOJIB30BATEII0, OT
MMEHM KOTOpOro Obula 3alylleHa 3apakeHHas Iporpamma, a Takke MOBPEAMUTh WIN JaKe YHUUTOXKUTb
OTEPALMOHHYIO CHCTEMY CO BceMH (QailamMu B 1eiaoM. B OGOJBIIMHCTBE CIydyaeB PacHpOCTPAHSIOTCA
BHUPYCHI Y€PE3 UHTEPHET.

MeTOI[BI 3alIUTBI OT BPCAOHOCHBIX IIPpOrpaMm:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMBbI, UMCIOIITHUEC CGpBG?»HbIﬁ YPOBCHb 3allIUTBI OT
BpPCOAOHOCHBIX ITPpOIrpaMm;

2. IloctosHHOo ycTaHaBnuBaii mauTd (uudpoBbIe 3amiIaTKU, KOTOpPbIE aABTOMATUYECKU
YCTAHABIIMBAIOTCS C LEIbI0 JOpabOTKM HpOrpaMMbl) U JApyrue OOHOBJIEHHS CBOEH oOlepanMOHHON
cucrembl. CkaynBail UX TOJBKO ¢ OUIMAIBHOTO caiita paspadorunka OC. Ecnu cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE MO/ MpaBaMU IOJIB30BATENs, a HE aJMHHUCTpaTopa. JTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCS Ha TBOEM II€PCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHbIE NPOTpaMMHBIE MPOJIYKTbl H3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3NUECKHI JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHME HOCUTENU MHPOpPMAIUH, TaKhe Kak (hielika, JTUCK WK (ailll u3 HHTepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIIBIOTEpHBIE (hailfibl, MONTy4YEeHHbIE M3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxke Te
¢ailnbl, KOTOpbIE pHCIal TBOM 3HAKOMBIN. JlyuIiie yTouHU y HEro, OTHPaBJIsUI JIU OH Te0e HX.

Cern WI-FI

Wi-Fi — 910 He Buj mepenayn JaHHBIX, HE TEXHOJOIHUS, a BCEro JHIIb OpeHn, mMapka. Eme B 1991
ToJly HUJEpJIaHjcKas kommnaHus 3apeructpupoBana openn "WECA", uto 0603Ha4aio cIoBocOYETaHUE
"Wireless Fidelity", koTopblii mepeBoauTcs Kak "GecrpoBoiHAs TOYHOCTD'.

Jlo Haiero BpeMeHH AOIIa apyras abopeBuarypa, KoTopast sSBISETCS TaKOH jke TEXHOJIOTHEH. ITo
ab6pesuarypa "Wi-Fi". Takoe Ha3zBaHue OBIJIO TaHO C HAMEKOM Ha CTaHJIAPT BBHICIICH 3BYKOBOM TEXHUKHU
Hi-Fi, uTo B mepeBo/ie 03Ha4aeT "BbICOKAs TOYHOCTD'.

Jla, OecrutaTHBI WHTEpPHET-IOCTYH B Kade, OTensax U adpomopTax SBISETCS OTIMYHOM
BO3MO>XHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, yTO 001IeaocTynHbie Wi-Fi cetn He
SIBJISTFOTCST O€30MaCHBIMU.



CoBeThl 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoto nunyr0 nHpopmanuio depes odmienocrynasie Wi-Fi cetn. Pabotast B HUX,
KeIaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Hcnonb3yii u OOHOBJSIH aHTHBUPYCHBIE TIporpaMMbl M OpaHmmayep. Tem caMbIM ThI
obe3omacuib ceds OT 3aKaYyKu BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmroun ¢yakmuio "OOmumid goctyn K QaiiaM u mnpuaTepam’.
Janaass (QyHKOHS 3aKpbhiTa 1O yYMOJTYAaHUIO, OJHAKO HEKOTOPHIE TOJh30BATENIM AKTHBUPYIOT €€ s
yn00CTBa UCIIOIB30BaHMs B paboTe WiH y4eoe;

4. He ucnonp3yit nyoauunsii WI-FI mis mepenaun JuYHBIX JaHHBIX, HAPUMEDP IS BBIXOAA B
COLIMAJIbHBIC CETU WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3yii Tonbko 3amunienHoe coeannenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
anpeca BBoau umeHHo "https://";

6. B moOmipHOM Tenedone otkimroun (yakiuio "lloakmouenne k¥ Wi-Fi aBromarmuecku". He
JIOIYCKai aBTOMAaTHYECKOTO MOAKII0YEHHs ycTpoiicTBa K cetsim Wi-Fi 6e3 TBoero coracusl.

CounajnHble CeTH

ConuanbHble CETHM AKTUBHO BXOAAT B Hally >KU3Hb, MHOTHE JIOAUM pabOTalOT U JKUBYT TaMm
HOCTOSIHHO, a B Facebook y»ke 3apernctpupoBan Muuimaps 4enoBeK, 4To sIBISETCS OJHOI cebMOi Bcex
KHUTeNeHd MiaHeTsl. MHOIrME IMOJIb30BaTeId HE MOHUMAIOT, YTO HMHGOpMalus, pa3MelleHHas MU B
COLIMAJIbHBIX CETSAX, MOKET OBbITh HalJIeHa U MCIIOJIb30BaHa KEM YrOJIHO, B TOM YMCJIE HE 00sI3aTENIbHO C
OJaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI 10 O€30IAaCHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpanuup cnucok Apy3eil. Y TeOs B APY3bAX HE JOIDKHO OBITh CIy4allHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3amumaid cBOIO YacTHYIO kM3Hb. He ykasbiBail maposu, TenedoHbI, ajapeca, JaTy TBOETO
POXKIEHUS U JPYryl0 JIMYHYI0 HMHPOpMANUIO. 3JIOYMBIIUIEHHUKM MOTYT HCHOJIb30BaTh Jlaxke
MH(OPMAIIHIO O TOM, KaK Thl M1 TBOM POJUTENH IUTAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3ammiail cBOIO penyTanuio — Aep>KU ee B YMCTOTe U 3aaBail cebe BOIpoc: X0Ted Obl ThI, YTOObI
Jpyryue TOJb30BaTeNM BUIENIU, YTO Thl 3arpyxaeuib? [logymali, mpexjae yeM 4YTo-TO ONyOJIMKOBATh,
HAIlACATh U 3arpy3UTh;

4. Ecu TBI roBopulib C JIFOAbMHU, KOTOPBIX HE 3HACHIb, HC HCHOJ’IB3YI>1 CBOC pCaJIbHOC UM U JAPYT'YIO
JIMYHYIO I/IH(l)OpMaI_II/II/K HNMs, MCCTO KHUTCJILCTBA, MCCTO y‘Ie6BI " TIpoUce;

5. U3beraii pasmemnienus potorpaduii B uTepHETE, T1I€ THI H300payKeH HA MECTHOCTH, IO KOTOPOI
MOXHO OIIPEAEIINTh TBOE MECTOIOJIOKEHUE;

6. IIpu peructpauu B CONNAIBHON CETH HEOOXOJMMO HCIOIb30BaTh CIOKHBIE TTAPOJIH, COCTOSIINE
u3 OYKB U IU(p U ¢ KOJIUUIECTBOM 3HAKOB HE MEHee §;

7. I[J'I}I COLIMAJIbHOM CCTHU, MOYTBI U APYTHUX caiiToB HCO6XO,Z[I/IMO HCIIOJIb30BAaTh PA3HLIC IIAPOJIH.
Torma ecnu TeOst B3JIOMAKOT, TO 3JIOYMBINUICHHUKHU MTOJYYAT JOCTYII TOJIBKO K OJJHOMY MECTY, a HC BO BCC

cpasy.

DJIeKTPOHHbBIE JeHbI U



DIIEKTPOHHBIE JIEHBIU - ATO OYE€Hb YAOOHBIN Croco0 TaTekei, 0OJJHAKO CYIIECTBYIOT MOIIEHHHUKH,
KOTOPBbIE XOTAT MOTYYUTh 3TH JICHBIU.

9JI€KTpOHHBI€ ACHBI'M MOABUJIMCH COBCEM HCIABHO U UMCHHO HM3-3a 3TOI'0 BO MHOTHX IroCyaapCTBax
A0 CHUX IIOp HE IMPOIIUCAHO ITPO HUX B 3dKOHAX.

B Poccun ke oHM (QYHKIMOHHPYIOT M O HHUX Yy)K€ IPOIMCAHO B 3aKOHE, IIe MX pa3feiiaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHbBIC U HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIC - 3TO T€, B KOTOPBIX
paspeiaeTcss MPOBOAWTH oOlepanuu 0e3 WIACHTU(UKAIMKA I0Jb30BaTelsl, a B HEAHOHHUMHBIX
UICHTH(UKAIS TOJIH30BATENS SBISETCS 005S3aTeIHHOM.

Takxe crneayeT pa3nuyarh 3JIEKTpPOHHbIe (MaTHBIC ACHbIU (PaBHBI FOCYAAPCTBEHHBIM BaJlOTaM) U
3JIEKTPOHHBIC He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBECHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 06€301MacHOM paboTe C AICKTPOHHBIMU JCHBTAMHU:
1. ITpuBsXM K cueTy MOOMIIbHBIN Tesie(hoH. ITO caMblii yTOOHBIN M OBICTpPBII CITIOCOO BOCCTAaHOBHUTH
noctyn K cyery. [lpuBsizanHblii TenedoOH MOMOXKET, €clid 3a0yJellb CBOW IUIATEKHBIN TMapoiib WU

3aiijienib Ha CaliT C HE3HAKOMOT'O YCTPOﬁCTBa;

2. Ucnonb3yit ogHopaszosble nmaponu. [locie mepexona Ha yCHIEHHYIO aBTOpHU3AIMIO Tebe yKe He
OyZeT yrpokaTh OMACHOCTh KPaXXH WITH TIepeXBaTa IJIATSKHOTO MapoJIs;

3. Boibepu cnoxHblii maponb. llpectynHukam Oyaer He MpOCTO yrajarh CIOKHBIM MapoJib.
Hagexxnple maponu - 3T0 mapoiiu, KOTOPBIE COJepKaT HEe MEeHee 8§ 3HAKOB U BKJIIOYAIOT B c€0sl CTPOUYHBIE
W TponucHble OyKBbI, HUGPBI ¥ HECKOJIBKO CHMBOJIOB, TakKW€ KaK 3HAK Jojuiapa, (¢yHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JaHHBIE HAa CaliTaX, KOTOPHIM HE JI0BEPSCILb.

DJIeKTPOHHAS MOYTA

ONEeKTpOHHAas MOoYTa - 3TO TEXHOJOTMS M IMPENOCTaBIIIEMbIE €l0 YCIYI'M IO IEepechbUIKE U
MOJTyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENAIOTCS B KOMIbIOTEpHOH ceTH. OObIYHO
AJIEKTPOHHBIA TMOYTOBBIN SIIUK BBITJSAUT CIEIYIOIIMM 00pa3oM: HMMs_IOJIb30BATEISA(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEETCsl BO3MOXKHOCTD NepeaaBarh (haiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHCKTpOHHOﬁ IMOYTOM:

1. Hago BbIOpaTh NpaBUJIBHBIN MNOYTOBBIM cepBUC. B MHTepHETe ecTb OrpOMHBIM BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJTHAKO JIYUlIE T0BEPSITh TEM, KOTO 3HACIIb U KTO MEPBbI B peHTHHIE;

2. He yka3pBall B JMYHOM mouTe JuuHyro uHpopmaunmio. Hanpumep, nydmie BbIOpaTh
"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. HMcnonp3yil IBYX3TalHYH aBTOPH3aLHI0. JTO KOIZAA MOMHMMO Mapoyisi HYKHO BBOJWUTH KOJ,
IpucbUIaeMbIil o SMS;

4. BeiOepu CIOXHBIN Taposb. (s Kaxa0ro modTroBOro SIIIMKA JOHKEH OBITh CBOW HaJEKHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HANMMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3TY BO3MOKHOCTB;

6. Wcnonb3yil HECKOJBKO MOYTOBBIX SIIIMKOB. [lepBbli A1 4acCTHOW MEPENHUCKU C aJqpecaTami,
KOTOPBIM THI JIOBEPSCIb. DTO IEKTPOHHBINA apec He HA/IO UCIIOIH30BaTh MPU PETUCTpAIMU Ha (opymax



U caiTax;

7. He oTkpbIBaii (ailyibl ¥ Ipyrue BIOKEHHUS B MUChbMaX, Ja)Ke €CIM OHU MPHUIILIN OT TBOUX JAPY3EH.
Jlydie yToYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (pailibl;

8. [Tociie okoHuaHUs pabOTHI HA TTOYTOBOM CEPBHUCE Mepe 3aKPhITUEM BKIIAJIKU C CATOM HE 3a0y/b
Ha)xaTb Ha "BreiiiTn".

Knﬁepﬁynmmr HJIM BUPTYAJbHOC H31€BATECJIBCTBO

KubepOymnuar - mpecnenoBaHue COOOIICHUSMH, COJCPKALIMMH OCKOPOJIEHHS, arpeccHio,
3allyTrUBaHUC; XYJIIMTAaHCTBO; COLIUAJILHOC 6OI7IKOTI/Ip0BaHI/Ie C MOMOIIBIO PA3JIMYHBIX UHTCPHET-CCPBUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocatics B 60ii. JIydmmii crioco6: mOCOBETOBAThCS KaK ¢e0sl BECTH U, €CJIM HET TOTO, K KOMY
MOXHO OOpAaTHTBhCS, TO BHayaje YCIIOKOWUThCA. Eciam Thl Ha4yHemb OTBEYAaTh OCKOPOJCHUSAMH Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OONIbIIE Pa3okKellb KOH(IHKT;

2. Yopasinsii cBoel kubeppenyrauuen;

3. AHOHUMHOCTb B ceTH MHHUMas. CyIIeCTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJUTaHCKMI 00pa3 BHPTyanbHOH xu3HH. MHTEepHET (QUKCHpYyeT BCe TBOH
JeUCTBUS U COXPAHSAET UX. Y AAIUTh UX Oy/AeT KpalHe 3aTpyIHUTEIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuyHbI HeraTuB. OIHOPa30BbIE OCKOPOWTENBHBIE COOOUICHUS JTydIle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHU COOOIIEHUSMH, B COLTUANIBHBIX CETAX €CTh
BO3MO>XHOCTb OJIOKUPOBKH OTIPABKH COOOLIECHHH € ONpeAeIEHHBIX a/IpECOB;

8. Eciu Thl cBuuerenb kubepOymiumHra. TBOM AEWCTBHSA: BBICTYNIUTH IMPOTHUB IpECIIENOBATEN,
II0Ka3aTh €My, YTO €ro JEHCTBMS OLIEHMWBAKOTCS HETAaTHBHO, MOJJEP)KATh KEPTBY, KOTOPOM HYyXHa
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOubHbI TeJIe()oH

CoBpemeHnHble cMapT(HOHBI M IUIAHIIETH COAEpXKAT B ceOe BIOJTHE B3POCHBIA (QYHKIIMOHAN, U
TCIIEPb OHU MOI'YyT KOHKYPUPOBATh CO CTAIMOHAPHBIMHU KOMIIBIOTCPpAMHU. OJIHaKO, CpCACTB 3alIUTHI JIA
MOIOOHBIX YCTPOICTB MOKa OYeHb Maso. TecTupoBaHHEe U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE TaK

WHTEeHCUBHO, Kak jyist [1K, To e camoe kacaeTcss 1 MOOWIIBHBIX TIPUIIOKCHUH.

CoBpemeHHbIE MOOUIIbHBIE Opay3ephl yXe MpPaKTHUECKHU JIOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (yHKIIMOHAJIA BIICUET 3a c000i OOJBIIYIO CIOMKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBHITYCKAaOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSA3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JyIsi 06€30MacCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBseTcst mo-HacToseMy O6ecruiaTHeIM. bysib 0cTOpOsKeH, BeJlb KOoraa Tede MmpeiaraioT
OecriaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaKHe-TO IUIaTHBIE YCIYTH;



Hymaii, mpexxae yem otnpaBuTh SMS, ¢oro mmu Buaeo. Tel TOUHO 3Haemib, Te OHU OYAyT B
KOHEYHOM uTore?

Heo6xoamumMo 0OHOBIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Vcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMJIBHBIX TEJIC(OHOB,;

He 3arpyxaii npuiio>xeHus OT HEU3BECTHOTO UCTOYHUKA, Belb OHU MOTYT COJIepP>KaTh BPEIOHOCHOE
MpOrpaMMHOE 00ecTIeueHUE;

[Toce Toro kaxk Thl BBIMJCIIL C caiiTa, TJe BBOJAWJ JIMUYHYIO WH(OpMAIMIO, 32l B HACTPOUKH
Opay3epa u ynamu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

HaBaii cBoii HOMep MOOWJIBHOTO TejedoHa TOJIBKO JIFOASM, KOTOPBIX Thl 3HAellb U KOMY
JTOBEPSICIIIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/Ia ThI UM HE MOJb3yelbes. He 3a0biBaii nHOTAA TPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIANH-UTPBI - 3TO KpPacOYHbIE, 3aXBATHIBAIOUINE Pa3BICUCHUS, OOBEAUHSIONINE
COTHH THICSY YEJIOBEK IO BCceMy MUpPY. rpoku McclaenyroT TaHHBIH UM MUP, OOIIAIOTCS APYT C JPYTOM,
BBIMIOJIHSIIOT 3a/IaHMs], CPAXKAIOTCSI C MOHCTPAMM M IOJIYYarOT ONBIT. 3a YJOBOJBCTBUE OHU ILIATAT:
IMMOKYIIaOT JUCK, OIJIAYMBAKOT aOOHEMEHT UJIH HpI/IO6pCTaIOT KaKHe-TO OIIIHH.

Bce sty cpenctBa uayT Ha MOJIEp)KAHWE M Pa3BUTUE HUIPHI, a TakKe Ha caMmy O€30MacHOCTH:
COBCPHICHCTBYIOTCA CHUCTEMbI aBTOpPU3AllMH, BBITYCKAKOTCA HOBBLIC IIaTYH (III/I(l)pOBI)Ie 3allJIaTKu 111

MIPOrpaMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIacaTbCsd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3alluN OOJIBLIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIACHOCTU TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedsi IMII0XO WM co3JaeT Te0e HempUSITHOCTH, 3a0JOKUpYH €ro B
CIIHCKE UTPOKOB;

2. lloxanyiica agMUHHCTpaTOpaM WIpbl Ha IUIOXO€ TOBEJEHUE 3TOr0 HIpoKa, >KeJNaTeiabHO
IIPWJIOKUTH KaKME-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykaspIBaii 1nuHyt0 HHPOpMALUIO B Ipodaiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(uimaabHpIe TATYH U MOJIBI,

6. Mcnonb3yl CI0KHBIE U pa3HbIE MMAPOJIH;

7. Jlaxke BO BpeMs MIPBl HE CTOWUT OTKJIKOYaTh aHTHBUpPYC. 1loka Tl WMrpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUumMHT 1IN Kpaka JUIHbIX JaHHbIX



OOBIYHON Kpaxkel JeHer W JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YAWBHWIIL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHHA 3JOYMBINIUICHHUKH IEPEMECTHIINCh, B HMHTCPHET, W IPOJO/DKAIOT 3aHMUMAThCS
"1I0OUMBIM" 1EJIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIHM (UIIMHT, IJIaBHAs 1€ KOTOPOTO
COCTOMT B TIIOJIyYCHHH KOH(QUACHIMAIBHBIX IaHHBIX IMOJb30BaTeNeld - JIOrMHOB W maposieil. Ha
aHrMKCKOM s3bIke phishing untaercs kak pummar (ot fishing - peiOHas noBis, password - mapoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciam Thl mopo3peBaelib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTh aMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YUCJIEC, MHTEPHET-Mara3nHOB U IOMCKOBBIX CUCTEM;

3. Hcnone3yit cioxHble W pasHble mapoid. Takum oOpa3om, ecnu TeOS B3JIOMAalOT, TO
3JIOYMBIIIJICHHUKH MTOJYYaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(l)I/IJHO B CCTH, a HC KO BCEM,

4. Ecmum T1ebs B3nOMaNM, TO HEOOXOAMMO TMPEIyNpEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
no00aBiIeHbl y Te€OsI B JAPY3bsAX, O TOM, 4TO TeOS B3JIOMald M, BOSMOKHO, OT TBOETO MMEHH OynaeT
pacchuUIaThCs CIIaM U CCBUIKH Ha (DMITMHTOBBIE CANTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaii (haiinel u Ipyrue BIOKEHHS B MUChMAaX, JIa)e €ClIM OHH MPUILIA OT TBOUX JpYy3eil.
Jlydnie yTo4HM y HUX, OTIIPABJISUIN JIK OHU TeOe 3TH (aiibl.

HudpoBas penyrauus

[udpoBast pemyranuss - 3TO HETaTHUBHAs WJIM TO3WTHBHAs HWHQOpPMamus B ceTH O Teoe.
Komnpomerupyromas uHGpopMalus, pa3MelleHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTpa3uThCs
Ha TBOeH peanbHOM xu3HH. "lludpoBas pemyramus" - 3TO TBOM MMMIK, KOTOPBIM (HOpMHUpYETCsS W3
uHpopmanuu o Te0e B MHTEpHETE.

TBoe MecTto KHUTCJILCTBA, y‘Ie6BI, TBOC CI)I/IHaHCOBOC TTOJIOXKCHHUC, 0COOEHHOCTH XapaKkTepa "
paccCkasbl O OJM3KUX - BCE OTO HAKAILJIMBACTCS B CCTH.

MHorure noipoCTKU JErKOMBICIEHHO OTHOCATCS K IMMyOJMKAalUK JUYHON nHpopmanuu B MHTepHeTe,
HE MOHMMAasi BO3MOXHBIX NOCHEACTBUMA. ThI naxe HE CMOXKEIIb JOrajatrbcs O TOM, 4To (oTorpadus,
pasMelleHHas S JeT Ha3aj, cTaja MPUYUHON OTKa3a MPUHATH TeOst Ha paboTy.

KommenTapuu, pasmenienue TBoux ¢ororpaduil U Ipyrue IEeHCTBUS MOTYT HE UCYE3HYTh AaKe
MOCJIe TOTO, KaK Thl UX yJaldullb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty MH(GOPMAIIUIO, ToMaja JId OHA B
MOWCKOBBIE CHCTEMBbI U COXPAHWJIACh ]I OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYyKaroIlue JIIOIH,
KOTOpPBIC HAUIYT U YBUAAT 3T0. Haiftk mHGOpMAIIIIO MHOTO JIET CITYCTSI CMOYKET JIFOOOH - KaK U3 T0OpPhIX
noOyXJIeHUH, TaK U C HAMEPEHUEM MPUINHUTH BpeJl. ITO MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aIUTE LIUPPOBON penyTaIiu:

1. IMoxymaii, mpexxje 4eM 4To-TO MyOJIMKOBaTh M INepenaBaTh y ceOs B OJ0re Wik B COLUATBHOU
CETH;

2. B mHacrtpoiikax mnpoduis YCTaHOBH OIpaHMYEHHMS Ha IPOCMOTP TBOETO MPOPHUIS H €ro
COJIEPKUMOT0, ClIeNIall €ro TOJIBKO "I 1py3en’;



3. He pasmemaii u He yka3biBail HHGOpPMAIMIO, KOTOpash MOXET KOTro-THOO0 OCKOpOJISATH WIIH
0o0MXKaThb.

ABTOpCKOE MPaBo

CoBpeMeHHbIE MIKOJBHUKU - aKTUBHBIE MOJIb30BaTENN HUPPOBOro mpoctpaHcTBa. OmHAKO JaNeKo
HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMH BO3MOXXHOCTSMHU U(PpOBOro Mupa TpedyeT coOTI0CHS TpaB
Ha UHTEIJUIEKTYalbHYI0 COOCTBEHHOCTbD.

TepMmuH "HHTEIIEKTyallbHAsE COOCTBEHHOCTB' OTHOCUTCS K Pa3IMYHBIM TBOPEHHSIM YEJI0BEYECKOIO
yMa, HauMHast ¢ HOBBIX M300peTEeHN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSIMH.

ABTOpCKHME IpaBa - 3TO IIPaBa Ha MHTEIJICKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHMS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYIAIOT B KadeCcTBE TapaHTUM TOrO, 4TO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIPaBeUIMBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOErO TPYAa, MOJyYUTb U3BECTHOCTb M Ipu3HaHue. Hukro
0e3 paspelleHHs aBTOpa HE MOYKET BOCIIPOU3BOAUTH €TO INPOU3BEIEHME, PACHPOCTPAHSATh, MYOIUYHO
J€MOHCTPUPOBaTh, IpOJaBaTh, HMIOPTHPOBATH, IyCKaThb B IPOKaT, MYOJUYHO HCIOJHATS,
MOKa3bIBAaTh/UCIIONHATE B 3(upe Win pa3meniats B IHTEepHETE.

Hcnonp3oBanue "mUpaTckoro”" mporpaMMHOro 00eCreuyeHuss MOXKET MPUBECTH K MHOTUM pPHUCKaM:
OT MOTepU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKHM TBOETrO YCTPOMCTBa, TIJ€ YCTaHOBJIEHA
HeneranbHas nporpamMma. He crtouT Ttaxke 3a0bIBaTh, UTO CYILIECTBYIOT JieTajbHble M OecllaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HalTH B CETH.

O nopraJue
CereBU4OK.p( - TBOH ITIaBHBIM COBETYHK B CETU. 3/1€Ch Thl MOXKEIIIb Y3HATh O O€30MAaCHOCTU B CETU

IOHATHBIM W JOCTYIHBIM SA3BIKOM, a IPHU BO3HHKHOBCHHU KpHTPI‘-IGCKOfI CUTyauuunu 06paTI/ITI)C$I 3a
COBETOM. A TaKxke MPUHATH YIaCTHEC B KOHKYPCaX U CTaTb CaAMbIM LII/I(l)pOBBIM Fpa)KI[aHI/IHOM!



